MAHARASHTRA EDUCATIONAL SOCIETY’S

H. K. COLLEGE OF PHARMACY

\/ PRATIKSHA NAGAR OSHIWARA, JOGESHWARI (W), MUMBAI 400102

""" Affiliated to Mumbai University, Approved by A.L.C.T.E., P.C. I, D.T.E. & Govt. of Maharashtra
University Code: 738 A.L.C.T.E Approval No. 06/07/MS/PHARM/2008/007 D.T.E Code No. PH3234

VISION: To Be recognized as the Institution providing quality education in Pharmacy to serve the health care sector

Date: 4" May 2024, 11am-12:30pm
Title: Cybersecurity and Awareness in Day to Day Life

Objectives: To be aware while carrying out online transactions. To be aware of cyber criminals and
protect from financial fraud.

Details of The Resource Person/Event: Dr. Yogesh Haridas Jadhav, Assistant Professor SVKM’S
NMIMS School of Technology Management & Engineering

Link to join if online: NA

Link for social media:
Facebook: https://www.facebook.com/photo/?fbid=877735897699387 &set=pch.877736207699356

Linked In: https://www.linkedin.com/posts/h-k-college-of-pharmacy-mumbai-303524222 h-k-college-
of-pharmacy-organized-a-session-activity-7193156174140059651-
fVVOJ?utm source=share&utm medium=member desktop

Instagram: https://www.instagram.com/p/Cénovc_OGeg/?utm_source=ig_web_copy link&igsh=MzRI
ODBINWFIZA==

Participants Details:
Total no. of college students: nil
Total no of outside students: 10
Total no of staff (Teaching and Non-Teaching): 31

Key Outcome of the Activity/Lecture: The audience was made aware of financial frauds and was
made aware of the action that needs to be taken, if victim to a cybercriminal.

Key Highlights of the Activity/Lecture:

Dr. Archana Upadhya introduced Dr. Yogesh Jadhav to the audience. He was warmly welcomed by
the audience with a loud applause.
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Dr. Yogesh Jadav began his speech by warning the audience about fake websites and
cybercriminals/hackers.

Dr. Yogesh Jadhav made the audience aware that a hacker plays on a victim’s sentiment and tends to
hurry his victim to commit mistakes while they are online.

He requested his audience to take into account the following :-

e Never upload high resolution pictures on social media, they may be used in porn-videos which
can then be used as a blackmail medium. Avoid close face photographs.

e Never upload your personal details online.

e Always disable international transactions when not required in your credit card account or in
your debit card account. Since OTP (one time password) is not required for international
transactions.

e There are pre-filled QR codes, so never blindly sanction amounts without checking in UPI
transactions. Always check the bank name in the UPI address and confirm it with the receiver
before sending money to that account.

e Never access any link given on Whatsapp. Never download .apk files sent on WhatsApp.

e Cybercrimes are committed often on Facebook Messenger so check URL, Time Line, Common
Friends before accepting a friend request on Facebook Messenger.

e One bitcoin is valued at 35 lakhs. Cryptominers send mining softwares and take control of the
CPU or laptop. If your laptop becomes slow suddenly...it may be a problem.

e Never transact on bitcoins since they cannot be traced.

e Avoid Loan apps.

e Avoid getting honeytrapped.

e Register your financial fraud or complaint in National Payment Corporations of India (NPCI)
(https://www.npci.org.in/) within two hours of a fraudulent UPI transaction and within 1 day
of a NEFT transaction.

e Websites can be cloned. Go to the https://who.is/ website. Paste in the URL of the website and
check the date of origin of the website, owner of the website, security certificate to determine
the authenticity of any given website.

e Check whether your email address is part of the darkweb. Go to https://haveibeenpwned.com/
Website, paste your email address and check where your email is breached.
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e Carefully check the messages received from supposedly bank officials. Banks will never as
you to access short URLS.

He then showed how a website can easily be cloned by easily available tools and so one should be very
careful while sending money via the websites.

Prof.(Dr.) Tushar Lokhande. Principal H.K. College of Pharmacy, felicitated Dr. Yogesh Jadhav. The
session was appreciated by all.
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Event Coordinators: Dr. Priyanka Goswami, Dr. Archana Upadhya

N

Report prepared by

Dr. Tushar N. Lokhande

VArchana

Principal

PRINCIPAL
H.K.COLLEGE OF PHARMACY
persbwari (W), Mumbai-400 102

Dr. Archana Upadhya

TEL NO.: 022-2688462 / 26788709 / 26774639 / 26776221 FAX NO. 022-26790095
Email: pharmacy.director@hkcp.edu.in website: www.hkcp.edu.in


mailto:pharmacy.director@hkcp.edu.in
http://www.hkcp.edu.in/

